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I n t r o d u c t i o n
Cryptography is the methodology of concealing the 
content of messages.
Key Vocab:
Plaintext: Original message
Encryption: Process of applying the key1 or algorithm to 
hide the plain text
Ciphertext: The new encrypted text
Decryption: Process of “undoing” encryption
Alice, Bob, and Eve: Alice and Bob will be forbidden lovers 
trying to exchange a secret  love message. Eve is Alice’s 
disapproving mother who always seems to be 
eavesdropping (pun intended). 
Modular Arithmetic also known as “clock arithmetic”
• 5 hours from 11:00 is 4:00. However, 
11 + 5 ≠ 4. Modular Arithmetic tells us 
that 11 + 5  4 (mod 12), i.e. 11 + 5 
leaves a remainder of 4 after division by 
12. 
• Another example is the days of then week: If today is
Tuesday and Mark has a math test 22 days from now, 
what day of the week will it fall on?

S i m p l e S u b s t i t u t i o n  C i p h e r s
In a simple substitution cipher, each letter is replaced by 
another letter or symbol. 
Here is one that Bob sent to Alice, can you figure out the 
message?

FKF OA JGCTV NQXG VKNN PQY
Alice and Bob are lucky because for this message they 
were able to meet in private first to exchange a key. This is 
how Alice knows how to decrypt this ciphertext. 

D i s c r e t e  L o g  P r o b l e m  (DLP)
DLP is the problem of finding an exponent, x, such that 

gx  h (mod p). 
This is also denoted log g (h)=x. This is an important part 
of the Diffie-Hellman key exchange. Keep in mind that it is 
very hard to solve for x, this is how Diffie-Helman keeps 
the key so secret.

D i f f i e - H e l l m a n  Key  E xc h a n g e
What happens if Alice and Bob want to exchange 
encrypted sweet nothings but momma Eve is keeping too 
close of an eye on them?! How can they exchange a key 
for their encryption algorithm? Thanks to the 

Diffie-Hellman key exchange and the discrete log 
problem, Alice and Bob can flirt away. 

How does this work?
1. Alice and Bob publicly decide on a large prime number
that we will call p, and a primitive root2 called g. 
2.  Alice will then pick a secret integer, a, that she will
keep to herself. Meanwhile, Bob will pick his 
secret integer, b. 
3.  Alice will 
compute A 
with the formula
A  ga (mod p) 
and Bob will 
compute B with 
B  gb (mod p) . 
4.  Alice will send A to Bob, and Bob will send B to Alice. 
They trade values in front of Eve!
5.  With B, Alice can now compute A’ using the formula
A’  Ba (mod p) and Bob will compute B’ Ab (mod p).
A’ will be the same number as B’ since A’  Ba ( gb )a

 ( ga ) b   Ab  B’ (mod p). It is the number that they                               
will use as their key! 
Try this example: 
Let p= 17 and g=3 be public knowledge. If Alice picks a=12 
and Bob picks b=14, what is their shared key?   

E l G a m a l P u b l i c  K e y  C r y p t o s y s t e m
This time Bob wants to send a whole love letter publicly 
to Alice, not just exchange a key.  However, he knows Eve 
is still watching closely and will not approve. 

How does he encrypt this?
1.  Alice and Bob will again publicly pick a large prime, p, 
and primitive root, g.  Alice will also choose a secret 
integer, a. 
2.  Alice computes A  ga (mod p) and then publishes A
for the whole world to see.
3.  Now Bob, who wants to profess his love in the form of 
a letter, must encode3 his message, m,  pick his own 
secret integer, k, and then compute c1  gk (mod p) and c2

 mAk (mod p). Bob’s new ciphertext is (c1 ,c2) which he 
sends to Alice. 
4.  Alice can now compute x  c1

a (mod p). Then she must 
compute x-1(mod p) such that x (x-1 ) 1 (mod p). 
(Fermat’s Little Theorem says ap-1  1 (mod p), thus 
a(ap-2)  1 (mod p).) x-1(mod p) is xp-2 (mod p). 
5.  Finally, Alice will compute (x-1)(c2 ) (mod p)  m

Alice can now decode4 m. Help Alice figure out what 
Bob’s letter is about! Can you guess from the first letter? 
Start with letting p=73, g=5, 
a=3) and (c1 ,c2) = (41,26)
(Let A=0, B=1, etc.)

R S A P u b l i c  K e y  C r y p t o s y s t e m
Another way that Bob can encrypt his infatuation for Alice 
is with RSA. This is also a public key cryptosystem, so Bob 
can send his message to Alice right under Eve’s nose!

What to do:
1. Alice will pick two different secret primes, p and q, and 
compute N=(p)(q). She then picks an exponent, e, such 
that gcd(e, (p-1)(q-1))=1. Alice publishes e and N. 
2.  Bob will encode his poetic plaintext into an integer, m, 
such that 1 m N. He then computes c  me (mod N) and 
sends ciphertext, c, to Alice.
3.  With her secret p and q, Alice can solve for d in the 
equation (e)(d)  1 (mod (p-1)(q-1))
(Since we know that gcd(e, (p-1)(q-1))=1, we can find d by 
solving the extended Euclidian Algorithm of e and (p-1)(q-
1), i.e. 1= (e)(d) + ((p-1)(q-1))(k))
Once Alice has found d, she can compute m  cd (mod N).
(cd  (me)d  (med)  m1  m (mod N))
Try it yourself with q=3, p=5, and e=3!

C o m p u t e r  A p p l i c a t i o n s
In order for Alice and Bob’s secret messages to actually 
stay secret from Eve, they must choose very large primes. 
This makes difficult, almost impossible, for Eve to figure 
out what they are saying. 
Unfortunately, working with big
numbers makes it hard for Alice 
and Bob to compute too! Since 
Mark and Rachel are rooting for
their love to conquer all, they 
have created some programs in 
Python that will compute what 
Alice and Bob need with some 
simple “plug and chug”. This is a 
picture of the RSA code using
the numbers N=2430101, 
e=948047, and m=1070777. Go talk to Mark and Rachel 
to see if this, and all of their other codes, really work!
Also, find out about what some security issues are!
SPOILER ALERT: Like most forbidden love, Alice and Bob 
do not end well.

A and B

Eve

Answers: DID MY HEART LOVE TILL NOW, Shared Key: 16, First Letter: 11thletter which 
is L for Love2 a number less than p that generates every number less than p

3 convert plaintext from letters to digits 4 convert digits back to letters
1 certain method used for encryption


